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Introduction

The Highpower Management System Enterprise is a set of .NET 2.0 applications
designed to run under the most common versions of Microsoft Windows. HMS
Enterprise is comprised of four main applications that create a client/server based
environment that is used to manage access control hardware. These four applications
include HMS Client, HMS Server, HMS Server Manager and Microsoft SQL Server
Database.

HMS Client is the main application that users use to manage the system. HMS Client
allows administrators to add users, manage user’s cards and fingerprint data, setup
holidays, schedules, access levels, email alerts and can be used to monitor the status of
the hardware in the system. HMS Client is the daily working interface to the system.

You can run multiple client application in each installation in order to allow management
by many different authorized administrators.

HMS Server is an advanced network management application that runs in the
background under Windows, running as a Windows service. This application continually
operates to manage network traffic to the access control hardware, to collect data from
the hardware in a continuous manner and handles requests between multiple instances
of the HMS Client application and the network hardware. Each HMS installation must
have only one HMS Server but may have multiple HMS Clients.

HMS Server Manager is a small application that is used to manage the underlying
database and operations of the HMS Server. HMS Server Manager is used to create
HMS databases, start and stop the HMS Server service, authorize the HMS Server with
license codes and to provide connection strings to HMS Server to allow connection to
the database.

The Microsoft SQL Server is one of the most popular databases available for the
Windows environment and is used to quickly store, recall and manage data entered into
the system. The HMS Server communicates with the database continually in order to
handle requests from the Clients and to log system events.

Optional tools can also be installed to manage and backup your database. The
Microsoft SQL Server Management Studio is a useful tool for doing backups. If you
chose to install this optional application, you would have five applications in your
installation.

The HMS Server, HMS Client and SQL Server applications can be on the same
computer or dispersed over the network on many different computers. HMS Server
Manager is always installed on the computer that is running the HMS Server application.

Key Features

« Designed to work with the Highpower 8000 Power-Over-Ethernet Access
Controller STA Series Version 8 readers and the new Model 901 Fingerprint
Reader.
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« Client-Server based technology allows multiple computers managing the same
access control system.

« Can handle virtually unlimited number of door controllers or readers.

« Virtually unlimited number of card holders with up to 10,000 card holders per
door with some card formats.

« Real-Time card activity logging.

«  HMSE Server runs as a Windows Service to log transactions even when the
client software is not running.

« Email Alerts - HMSE can send emails notifying that a particular card or card
holder has accessed the system.

« Hyper-Syncing - HMSE can synchronize with multiple controllers simultaneously
(up to 32,000 units at one time) dramatically cutting down the time to update
systems with many 8000 panels.

» Microsoft Excel spreadsheet data import.

« Redesigned Crystal Reports for data export to many formats.

+ Re-optimized SQL code speeds up transactions with the Microsoft SQL
database.

» Uses TCP/IP based Microsoft .NET Remoting for fast client transactions with the
HMS Server.

« Tested to run on 32 & 64 bit Windows XP SP2, Windows Vista, Windows 7,
Windows Server 2003 and Windows Server 2008.

Hardware Compatibility

Currently, the Highpower Management System can manage the Model 8000 two-door
power-over-Ethernet door controller, the stand alone Smart Series STA card readers
and the Models 902 and 901 Fingerprint Readers. The different types of hardware can
be intermixed in the same system simultaneously.

Minimum System Requirements

HMS Enterprise has been tested to work on both 32 bit and 64 bit Microsoft Windows
Operating systems.

Tested Operating Systems

Windows XP Home & Professional w/ Service Pack 2, 32 and 64 Bit Versions
Windows Vista, All Editions, 32 & 64 Bit Versions

Windows 7, All Editions, 32 & 64 Bit Versions

Windows Server 2003, All Editions, 32 & 64 Bit Versions

Windows Server 2008, All Editions, 32 & 64 Bit Versions

Non-tested Operating Systems

Windows 2000 w/ Service Pack 3, 32 Bit
Windows 98

Windows 98 Second Edition

Windows ME



Hardware Requirements

For 32 & 64 bit Windows Systems running HMS Server & Client

e PC with Intel Pentium 4 or higher.

* 1GHz or faster processor.

¢  Minimum of 2 GB of RAM (4GB recommended).

e 750 MB of available hard disk space (1 GB recommended).

Installation Procedure

Installation of HMS Enterprise has several steps due to the fact that four applications are
involved in the system. The HMS Server, HMS Client and Microsoft SQL Database can
be on the same computer or a number of different computers on the same network.
Corporate customers typically chose to have the HMS Server on the same computer that
runs Microsoft SQL Server and then disperse the Clients over computers in different
departments of the company. It does not have to be this way though, as HMS Server
can connect to remote database servers and HMS client can connect remotely to the
HMS Server. Any computer that runs the Server application will also have the HMS
Server Manager application installed which is used to manage the Server.

Installation Procedure Overview

1. Install Microsoft SQL Server Database and setup the SQL Administrator
password.

2. Install any Service Packs to Microsoft SQL Server Database.

3. Install the Highpower Server on the computer that is to act as the hardware

server. The Highpower Server can only be on one computer in the network.

Use HMS Server Manager application to build the database on the SQL Server.

Install the Highpower Client application(s) on computers that will be administering

the system.

User HMS Server Manager to start the Highpower Server service.

Use HMS Server Manager to enter your License codes to the Highpower Server.

Start the HMS Client application and add the new hardware to the system.

Use the HMS Client application to setup the schedules, cards, fingerprints and

other system information in the system

10. Use the HMS Client to send the database to the hardware and perform
monitoring and administrative tasks on the system

11. Optionally install Microsoft SQL Server Management Studio Express software to
perform backups of your database.

ook
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Windows Prerequisites

Earlier versions of Windows XP, Windows ME, Windows 2000, Windows 98 may require
the following applications to be installed before installing HMS Enterprise:



Microsoft .NET 2.0 Framwork for x86 (32 Bit Versions of Windows XP and earlier)

http://www.microsoft.com/downloads/details.aspx?FamilylD=0856 EACB-4362-4B0D-
8EDD-AAB15C5E04F5&displaylang=en

Microsoft .NET 2.0 Framework for x64 (64 Bit Versions of Windows XP and earlier)

http://www.microsoft.com/downloads/details.aspx?familyid=B44A0000-ACF8-4FA1-
AFFB-40E78D788B00&displaylang=en

Windows Installer Version 2.0 for Windows 98 & Windows ME:

http://www.microsoft.com/downloads/details.aspx?familyid=cebbacd8-c094-4255-b702-
de3bb768148f&displaylang=en

Windows Installer Version 2.0 for Windows 2000

http://www.microsoft.com/downloads/details.aspx?familyid=4B6140F9-2D36-4977-8FA1-
6F8A0F5DCA8F&displaylang=en

Please ensure that these are installed if you are running one of the operating systems
listed.

Microsoft SQL Database Installation

HMS Enterprise has been tested to operate using either SQL Server 2005 or SQL
Server 2008. If you do not own a full version of SQL Server, you can obtain a free
version of SQL Server from the Microsoft website. The free version is quite suitable for
small to medium size HMS Enterprise installations. The SQL Server can be installed on
the same computer as the HMS Server application or a different computer on the
network.

Download Microsoft SQL Server from one of the following locations:
Microsoft SQL Server Express 2005 SP3 for x86, x64

http://www.microsoft.com/downloads/details.aspx?Familyld=AE7387C3-348C-4FAA-
8AE5-949FDFBE59C4&displaylang=en

Microsoft SQL Server Express 2008
http://www.microsoft.com/downloads/details.aspx?Familyld=AE7387C3-348C-4FAA-
8AE5-949FDFBE59C4&displaylang=en

If you are running a large HMS Enterprise system with many clients, it might be
advisable to obtain the full version of Microsoft SQL Server from Microsoft. It may be
good experience to try the Express version first to determine suitability.

Microsoft SQL Server 2005 System Requirements

»  Supported Operating Systems: Windows 2000 Service Pack 4; Windows 7;
Windows Server 2003; Windows Server 2008; Windows Server 2008 R2;
Windows Vista; Windows XP

« 32-bit systems (x86) - PC with Intel or compatible Pentium Il 600 MHz or higher
processor (1 GHz or faster recommended)
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« 64-bit systems (x64, ia64) - 1GHz or faster processor
¢ Minimum of 512 MB of RAM (1 GB or more recommended)
» 675 MB of available hard disk space

Microsoft SQL Server 2005 Express Edition Installation Procedure

After obtaining the SQL Express installation file from the Microsoft website, you can
begin the installation process by running the install file. The install file will extract
additional files and launch an installation process after you click on it.

After launching the installation you may see the following screen:

Internet Explorer - Security Warning E

Do you want to run this software?
Mame: Microsofk S0L Server
Fublisher: Microsoft Corporation

Mu:ure options Fum I l Don't Fun

Wihile Files From the Inkernet can be useful, this file type can potentially harm
wour computer, Only run software From publishers wou trust, What's the risk?

Select “Run”



The first screen provides licensing information:

F Microsofit 501 Server 2005 Setup E
End User License Agreement
HICROSCOEFT SCOFTWARE LICEHSE TERHS |
HICROSOFT SQOL SERVEE 2005 EXFRESS EDITICH
These license terms are an agresmnent betweesn
Hicroszoft Corporation {(or based on where wou
live. one of it= affiliate=s) and wou. FPlease
read them. They apply to the =oftware named
above, which includes the media on which wou
received it. if anvy. The term= al=o apply to any
Micro=oft
* update=s,
* =upplements.
* Internset-baszed serwvice=. and
* sSyupport sServices
[ | accept the licensing terms and conditions
Prirt | | Cance

The express version of SQL Server can be used for both business and personal use.

Select the checkbox for “I accept the licensing terms and conditions” and then select
“Next>7l

The next screen will prepare some files for the installation of SQL Server:



F Hicrosoft $OL Server 2005 Setup IEI

Installing Prerequisites

Inztallz zoftware components required prior ta installing SGIL
Server.

SOL Server Compotient Update will install the following components
required for SOL Server Setup:

=* Microsoft SOL Server 2005 Setup Support Files

Configuring cormponents, .,

Cancel

Wait for the screen to progress. After a short time, you should see the following screen
that indicates that the setup components of the database were installed:



F Hicrosoft $OL Server 2005 Setup IEI

Installing Prerequisites

Inztallz zoftware components required prior ta installing SGIL
Server.

SOL Server Compotient Update will install the following components
required for SOL Server Setup:

¥ Microsoft SOL Server 2005 Setup Support Files

The required components were instaled successfully,

Select “Next >”

With the next screen, the SQL setup will check your computer for any issues that may
prevent the installation from going well:



X

]'.:.E! HMicrosoft 5OL Server 2005 Setup

System Configuration Check

Wait while the spstem iz checked for potential installation

problems,
@ 13 Total 0 Emar
Success 12 Success 1 Warning
Dretails:
| Action Status Meszzage Ead
i@ Minimum Hardware Requirement Succesz
% Pending Reboot Bequirement Success

i@ Default Ingtallation Path Permizsion Be...  Success

iZ Internet Explarer Bequirement Success
i@ COM Plus Catalog RBequirernent Success
i@ ASP.Met'ersion Registration Require..  Success
1@ Minimum MDAC Version Bequirement Success
&y Edition Change Check W arning Meszages... |
v
Filter L4 | | Beport w |

Help Hest »
_ beb |

If you have any issues, you need to resolve them before continuing. If you have
warnings, you should review the warnings before continuing. After resolving the issues
and warnings, select “Next>"

SQL Server will perform some pre-installation procedures and then prompt you for
registration information in the following screen:



i'-;!;l HMicrosoR 0L Server 2005 Express Edition Setup

Registration Information
The Following information will personalize wour installation.

The Mame Field must be filled in prior to proceeding. The Company Field is optional.

Marme:

|Danie| CeMerchant

Campany:

|Hin;|h|:u:nwer Security Producks LLC

Hide advanced configuration options

[ Mexk = ] [ Zancel ]

In this screen, provide your name and company name. Then select “Next>"

The next screen will ask you what components of SQL Server you wish to have installed:



i'g!;l HMicrosoR 0L Server 2005 Express Edition Setup

Feature Selection
Select the program Features wvou wank installed.

lick an icon in the Following lisk ko change how a Feature is installed.

; S Feature description
""" |3~ | Datahase Services Inskalls the SOL Server Database

: Engine, kools for managing relational
- ¥ - | Conmectivity Components and ®ML data, and replication.

p— ® - | software Development Kit

This Feature requires 90 ME on wour
hard drive. It has 2 of 3 subfeatures
selected, The subfeatures require 99
ME on wour hard drive,

Installation path
C:\Program FilesiMicrosaft SOL Server), [

Erowse, .. ]

Disk Cast... |

[ < Back ] [ Mexk = ] [ Zanicel ]

It's recommended that you leave the default selections. Just select “Next >”

The next screen is important, and it allows you to set up the login modes and passwords
required for an application to log into SQL Server:



i'g!;l HMicrosoR 0L Server 2005 Express Edition Setup

Authentication Mode

The authentication mode specifies the security used when
connecting ko S0L Server,

Select the authentication mode to use For this installation.

) Windows Authentication Mode

() Mizzed Mode {Windows Authentication and S0L Server Authentication)

Specify the sa logon password below;

Enter password:

|********

Caonfirm password;

|********

I < Back I l Mexk = ] I Zanicel I

Select “Mixed Mode” and make up an SQL Administrator password in the password
boxes. Make sure you write down this password as it will be needed later during
installation of the HMS Server.

Once you enter the password in both boxes, select “Next >”

The next screen tells you that you are ready to install SQL Server:



i'g!;l HMicrosoR 0L Server 2005 Express Edition Setup

Ready to Install
Setup is ready to begin installation.

Setup has enough information to skark copwing the program files. To proceed, click Install, To
change amy of wour installakion settings, click Back, To exit setup, click Cancel,

The following components will be installed:

. SOL Server Database Services
{Database Services)

Warning: Setup found that the following components that
already exist are at a different service pack level than the
components being installed.

Components: Microsoft SOL Server 2005 Tools Express Edition

After completing setup, you must download and apply the
latest SOL Server 2005 service pack to all the components.

[Back ] [ mnstal ] [ Conce

Select “Install”

This will be followed by an installation progress screen:



™ Hicrosont $0L Server 2005 3etup

Setup Progress

The selected components are being configured

Product Status
MSxMLE
Q;ISOL Setup Suppork Files Configuring components. ..

SoL Mative Clienk
S0L W35 Writer

S0l Server Dakabase Services

Skatus

Zancel

When the installation is complete you will see:




™ Hicrosont $0L Server 2005 3etup

Setup Progress

The selected components are being configured

Product Stakus

(P MSEMLE Setup finished
@SOL Setup Suppork Files Setup finished
() 0L Native Client Setup finished
() 0L Y55 Writer Setup finished
@5@L Server Database Services Setup finisbed

Help Mexk == |

Click “Next >>” for an installation summary:




™ Hicrosont $0L Server 2005 3etup 8

Completing Microsoft SQL Server 2005 Setup
Setup has Finished configuration of Microsoft SOL Server 2005

Refer ko the setup error lags For information describing any Failurels) that accurred during
setup. Click Finish to exit the installation wizard.

Surnmmary Log
To minimize the server surface area of S0L Server 2005, some features and services are

disabled by default For new installations. To configure the surface area of SOL Server, use the

Surface Area Confiquration foal,

Configuring and Managing 50L Server ~
Express
+ Forimproved manageability and zecurity, SQL

Server 2005 provides mare contral over the SCIL

Server zurface area on your systern. To minimize

the surface area, the following default

configurationz have been applied to vour

instance of S0L server:

a  TCHIP connections are dizabled -

Help Finish |

Click “Finish”.

SQL Server is now installed. If you have any Service Packs that you need to install, you
can do it now.

Microsoft SQL Server 2005 Service Pack 3 Installation

You may wish to install the latest service pack for your SQL Server installation. If you
are running Windows Vista, Windows 7 or Windows Server 2008, then you are required
to install Service Pack 3 for Microsoft SQL Server 2005 in order to run with these
operating systems.

Obtain the Service Pack 3 for Microsoft SQL Server from Microsoft’s website from the
following URL: http://www.microsoft.com/downloads/details.aspx?FamilylD=ae7387c3-

348c-4faa-8ae5-949fdfbe59c4&displaylang=en

Run the installation file. After running the file, you may see the following message:


http://www.microsoft.com/downloads/details.aspx?FamilyID=ae7387c3-348c-4faa-8ae5-949fdfbe59c4&displaylang=en
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Open File - $ecurity Warning 'X'
Do you want to run thiz file?

Mame: SOLServer20055P3-KEIS5706-x36-EMNL, exe
FPublizher: Microsoft Corporation

Type: Application

From: C:\Documents and Settings)DaniDeskiop

[ Run ] [ Cancel

Always azk before opening this file

While filez from the ntermet can be uzeful, thiz file type can
@ potentially harm your computer. Only run software from publizhers
won bzt Swhat's the risk?

Select “Run”

An introduction screen will tell you about the Service Pack:



HMicrosofit $QL Server 2005 Service Pack J Setup

Welcome

Welzome to the SAL Server 2005 Service Pack 3 Setup. Thiz inztallation provides updates
for SGIL Server 2005,

For a list of updates that SAL Server 2005 Service Pack 3 provides, see the Microsaoft
knowledge baze article:

hittoe A support, microgoft, comd 2k bid=955 706

To continue, chick Mesxt,

| Mt > | Cancel

Select “Next >>”

The next screen will show you some Licensing information:



HMicrosofit $QL Server 2005 Service Pack J Setup

Licenze Terms

|mpartant: ¥ou must accept the enclogzed Licenze Terms before vou can use thiz product. If
wou do not accept the terms of the Licenze Terms, you are not authorized to uze this
product and should return the product to your place of purchase.

MICROSOFT SOL SERYER 2005 SERYICE FACK 3 ”
FLEASE NOTE:

Faor zupplement abtained fram server manufacturer or zoftware installer. The server
ranufacturer, or the software ingtaller, that distibutes the software with the server licenses
thiz supplement to you. You may uze an instance of thiz supplement with each walidly
licensed ingtance of the product lizted above [the "software’]. 'ou may not uge the
supplement if you do not have a license for the zoftware. The licenze terms for the zoftware
apply to your uze of this supplement. Contact the manufacturer or inzstaller for zsupport
optionz. Refer to the zuppart number provided with the zoftware.

Far zupplement abtained frarm retailer. Microzoft Carporation [or based on where pou live,

one aof itz affiiates] licenzes thiz supplement to pou. You may use an instance of thiz
supplement with each validly licensed inztance of the product lizted above [the “software"].

™+ | accept the agreement it

" | do not accept the agreement

Help << Back | Mt > | Cancel |

Select the radio button for “| accept the agreement” and then select “Next >>”

The next screen will show you what services are to be updated:



HMicrosofit $QL Server 2005 Service Pack J Setup

Feature Selection

Thiz zetup program detected the following SEL Server 2005 features. Select the program
features that you would like to update. To zee the detaills of a feature, click on the feature.

----- [ Setup Suppart Files

-] SOLEXPRESS

P [ Database Services Flatfarm wBE
&[] SOL Server Mative Client

Language ENU

i ] Cliert Camponents Edition

[ MS#ML B.0 Parser Status Ipgraded
o [¥] Microsaft SOL Server W55 Witer

Dretailz

Help << Back | Mt > | Cancel

Select the appropriate services and then select “Next >>"

The next screen will ask you to participate in feedback programs to Microsoft:



HMicrosofit $QL Server 2005 Service Pack J Setup

Error and Usage Reporting Settings

Automatically send Eror reports for SCL Server 2000 Service Pack 3 to Microzoft or
your carparate errar reparting server. Ermar reparts include information regarding the

| condition of SEL Server 2005 Service Pack 3 when an eror occunred, your hardware
configuration and other data. Eror reports may unintentionally include perzonal
infarmatian, whick will not be used by Microzoft,

Automatically send Feature Uzage data for SOL Server 2005 Service Pack 3 o
[ Microzoft. Usage data includes anonprmouz information about pour hardware
configuration and how vou use our zofbware and zervices.

For maore information about our privacy policy, sending error reportz, or 2ending usage data,
click Help.

Help << Back | Mt > | Cancel

You may or may not wish to participate. Select the appropriate check boxes and then
select “Next >>”

The next screen will checked for locked files and processes:



HMicrosofit $QL Server 2005 Service Pack J Setup

Running Processes

The following processes are locking files that SOL Server 2005 Service Pack 3 must
update. To avoid a computer restart, end these proceszes, and then click Mest.

Froceszz name Feature Type Ilzer name FID

Locked files nat found. Press Nest to caontinue. Refrezh

Help << Back | Mt > | Cancel |

If there are any processes running that would prevent the Service pack from installing,
you will need to terminate those processes. Be careful!l Other users may be using those
processes. You should check with other users on the network that may be using the
database services before continuing. After all processes are clear, you will see “Locked
files not found. Press Next to continue.” Select “Next >>"

A “Ready to Install” screen will show telling you that the Service Pack is going to be
applied:



HMicrosofit $QL Server 2005 Service Pack J Setup

Ready to Install

Setup haz enough information to apply the Service Pack.

Toreview or change any settings, click Back. Othemwize, click Install to proceed with the
Service Pack installation.

Help << Back | Inztall | Cancel

Select “Install” to apply the Service Pack.

Wait until the progress screen completes:



HMicrosofit $QL Server 2005 Service Pack J Setup

Installation Progress

Pleaze wait while the inztallation proceeds.

Product |nztance Statuz
Micrazaft SOL Server W55 . Success

Service Pack Completed

Help | Mt > |

Select “Next >>" A summary screen will tell you about the upgrade:



HMicrosofit $QL Server 2005 Service Pack J Setup

Installation Complete

SOL Server 2005 Service Pack 3 Setup haz finizhed.

For a zummany of the inztallation, click Yiew Summany. To continue, click Mest.

Wigw Surmmary

Froduct Instance Status

Setup Suppart Files MHat Selected
Database Services SOLEXPRESS P

SOL Server Mative Client MHat Selected
Client Companients [,

MSxML B.0 Parser MHat Selected
Microzoft SOL Server WSS Wi, Success
Details

Log Location:

Select “Next >>”

The last screen is for Windows Vista, Windows 7 and Windows 2008 users:



HMicrosofit $QL Server 2005 Service Pack J Setup

Additional Information

By default, users on Windows Yista and later operating zustems are not members of the
System Adminiztrator role for SCIL Server or Analyziz Services. To add users to the System
Adminigtrator role, uge the check box below to launch the SOL Server 2008 Lger
Provizioning Toal for ‘Windows Yista after SP3 installation completes.

v Launch the User Provisioning T ool for windows Yista after SP3 installation completes,

To wiew the most recent readme file for this release, see the
S0L Server 2005 Service Pack 3 readme:
http:fgo. microsoft. comdfulinkd? Link|d=128871

To download the latest update of SCL Senver 2005 Books Cinline,
see the Microsoft SCL Server 2005 Books Online download YWeh site:
http:fgo. microsoft. comdfulinkd? Link|d=58558

Ta learn about support options for SCIL Server, see the
Microsoft SOL Server support options YWeb site:
http:fgo. microsoft. comfulinkd?linkid=8533

Launching the Provisioning Tool will allow you to modify user permissions. You should
not have to do this since we are using the SQL Login as our credentials. If you wish to
run the tool, leave the box checked and select “Finish” If not, then uncheck the tool
prompt and select “Finish” If you are running Windows XP, then uncheck this box.

Your installation of the Service Pack is complete.

HMS Server Installation

You can launch the Server setup application from either the instructions that pop up
when you insert the installation CD or directly by navigating directly to the Server folder
on the CD. This example will show you how to install the Server application directly.

Server Setup

Install the Server application on the computer that is to be used as the HMS Server on
the network. Using Windows Explorer (“My Computer, Computer”) explore the
installation CD by right-clicking on the CD-ROM icon for the drive that holds the
installation CD. Once explorer opens, you will see the following folders:



= HH3E_CD Distribution

File Edit Miew Favorites  Tools  Help

@Eack < \‘_J lﬁ f]SEarch i Folders =k x n v

Address |23 Ciibms_3|HMSE_CD Distribution ~| B &0

autarun

Client — Diocurnentakion

0L Server Management Studio
Express

aukorun.inf . sekup.hkm
Setup Information Zhrome HTML Document
1 kE 42 kB

-t

——
';J Ipgrade in Place
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Double-click on the “Server” folder. In the Server Folder, you will see setup.exe:

I Server

File Edit Miew Favorites  Tools  Help

: @Eack = -\‘_”} l'ﬂ' j:j Search i Folders |2y |3 x n 'r

 hddress |E| Ciihms_3\HMSE_CD Distribution|Server [V] Go

E HMS_Server_Inskall.msi
:E-‘-‘—_, Windows Installer Package
l‘.p&

2,212 KB

sebup.exe
] Setup
v

Double-click on setup.exe to launch the setup process:



i'.g!;I* HHS Server

Welcome to the HMS Server Setup Wizard

The installer will guide you through the steps required to install HMS Server on vour computer,

WARMIMG: Thig computer program i protected by copyright law and international treaties.
IInauthaorized duplication or distribution of this program, or any partion af i, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent pozsible under the law,

Click “Next >” The next screen will ask you to specify the installation folder location for
the Server. It's a good idea to use the default folder:




i'-;!;I* HHS Server

Select Installation Folder

The installer will install HMS Server to the following folder.

Toinztall in thiz folder, click "Mext”. Taoinstall to a different folder, enter it below or click "Browse"',

Folder:
C:%Program FilestHighpowertHR S 345 ervert, [ Browse... ]
| DiskCost. |
Inztall HS Server for pourzelf, or for anyone who uges this computer;
() Everyone
1 Just me
Cancel ] ’ ¢ Back ] [ Meut >

Leave the “Install HMS Server for yourself, or for anyone who uses this computer” on
“Everyone” as it does not apply to the installation. Once you have specified the
installation directory, just select “Next >”



i'-;!;I* HHS Server

Confirm Installation

The inztaller iz ready to install HMS Server on your computer.

Click "Mext'" to start the installation.

Hit “Next >” again to confirm the installation. When the installation is complete, you will
see the following message:



i'-,% HHMS Server

Installation Complete

HiS Server has been succeszsfully inztalled,

Click "Cloze" to exit.

Pleasze usze \Windows Update to check for any critical updates to the WET Framewark.

Cancel < Back

Configuring the HMS Server

Once the server is installed, make sure that your SQL Server is up and running on
whatever computer is hosting the SQL Server on your network. Usually the SQL server
is run on the same computer.

After installing the HMS Server on the computer, you will be able to run the HMS Server
Manager utility from the Start menu or from an icon on the Windows desktop:

&4
gl—i'

S Server

You must use the HMS Server Manager utility to either build a new database or upgrade
an old existing HMS database. If you are using the SQL Express database on the local
computer, then no changes may be necessary to the SQL Server Authentication
parameters. You have to supply login information to HMS Server Manager so that it can
connect to SQL Server and build your new database.



Launch HMS Server Manager. After launching, you will see the main screen of Server
Manager:

"‘_!. HHS Server Hanager 3.1.3692.31743

File S0 Server HMSE Server  Ackivation Tools Help

Awtomatic Connection Sking Builder | b anual Edit Connection String

D atabaze Mame

|H ighpower

SOL Server Mame [SERYERMNAMENSMNSTAMCE)

|."-.su:||e:-:press

SOL Server Authentication
B indows Authentication
[ SOL Server Authentication
Login

Pazzward

| Test Connection | Create Database E xit |

Specify the Login Parameters for SQL Server

Since the HMS Server runs as a Windows Service, a proper installation requires that we
provide a login and a password for the database. Since Windows services do not run
under a specific user account, you should not use the “Windows Authentication Mode”
although you may be able to if the SQL Server is running on the same computer that you
are installing the HMS Server on.

During the installation of SQL Server, we provided a password for the Administrative
account. Here, we will use that password to allow us to connect to the database using
that account. If you are savvy with SQL Server and you are interested in connection
parameters that provide a higher security, you can set up your own user account in SQL
Server and you also have the ability to specify login parameters manually using the
“Manual Edit Connection String” tab.

In this example to keep things basic we will use the standard Administrator account.
First, select the “SQL Server Authentication” mode. Next, provide the user name of “sa”
as the Administrator Login (which stands for “Super Administrator”) and supply the



password that you created when you installed SQL Server. Your Server Manager
should look like the following:

"‘_!. HHS Server Hanager 3.1.3692.31743

File S0 Server HMSE Server  Ackivation Tools Help

Awtomatic Connection Sking Builder | b anual Edit Connection String

D atabaze Mame

|H ighpower

SOL Server Mame [SERYERMNAMENSMNSTAMCE)

|."-.su:||e:-:press

SOL Server Authentication

7 WWindows Authentication
[+ SHL Server Authentication

Login

|$El

Pazzward

HEREHRHHH

| Create Databaze E it |

Hit the “Test Connection” button. This will test to see if you have a connection to the
database and will verify that your login is incorrect. If you get an error after hitting Test
Connection, you need to verify that you entered your password correctly, need to verify
that the SQL Server is running and need to verify that a Firewall is not blocking your
connection. After a successful connection, you will see a message telling you that the
connection was successful:

. ng |
Database Connection Test i

\ij) & succeszful connection was made to the databasze server.
SOL Server Werzsion: 3.0

Click “OK”



Create the Initial Database

After clicking OK, you will be back at the main screen of the Server Manager. Click on
the “Create Database” button at the bottom of the screen. If the database was created
correctly, you will see the following confirmation:

Database Creation x

\i:) D atabaze creation complete.

The databaze connection string wasz alzo saved in the Windows registny,

Error During the Creation of Database

If you get an error at this point, then you may be trying to over-write an old un-mounted
database. You may have to correct this. If there is a database named “Highpower.mdf
and a log file named “Highpower_log.LDF” in the data folder of the server, you will need
to delete these manually to correct the issue. The data folder is normally located at the
following path: C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data

Upgrading an Old HMS Database to the Current Version

If you are upgrading your HMS installation from earlier versions, then update the
database instead of creating a new one. First make a backup of the current database by
selecting “Backup Database to File” under the “SQL Server” pull-down menu.

After performing the backup, update the database by pulling down the SQL Server pull
down menu and selecting “Upgrade Database to Current Version. Only use this option if
you are a current HMS user with an old database that has information you need in your
new installation.

Once the HMS Server Management utility creates the database, it will automatically

create a couple of small entries in the Windows registry. These entries tell HMS Server
where to find the database.

Start Up HMS Server with Server Manager

Once the database is created, you can start the Highpower server. To start the
Highpower Server using HMS Server Manager, pull-down the “HMSE Server” menu and
then select “Start the Highpower Server”.

Firewall Settings & Port Functions

If you are running clients on remote computers, you need to add the server access ports
to your firewall on the server computers. Add the following ports to your firewall on the



computer that is running HMS Server: TCPIP port 50000, TCPIP port 50001 and UDP
port 53001.

Port Functions:

TCPIP Port 50000 — Used for communications of .NET Remoted routines running on the
server. The clients use code that runs on the server computer in some cases. In order
for this code to run remoted on the client, this port needs to be opened on the server.
Not opening this port will prevent the clients from connecting to the server.

TCPIP Port 50001 — Used for quick direct messages from clients with immediate
responses from the Server. If this port is not opened, your client will connect to the
server but direct commands (like door unlock commands) will not get to the HMS Server
and the server will not be able to service your request.

UDP Port 53000 — Used to detect the hardware devices on the network. HMS Server
allows you to setup device TCPIP parameters through this port. If you are having
problems detecting your devices in the HMS Client, make sure this port is opened on the
Server computer.

If you are using the Windows firewall, you need to add these two ports as exceptions.

Configuring the Windows Firewall to Work with HMS Clients

This section will show you how to configure the Windows firewall on the computer that is
running HMS Server. If you are running a firewall from another vendor, the procedure
could be much different. If you are running the Windows firewall, this procedure will
allow your clients to connect to the HMS Server.

If you are running Active Directory, you will have to contact your network administrator to
open up these ports using Group Policies. This procedure is outside of the scope of this
document.

The following example is given using Windows XP, but other Windows operating
systems are similar.

Navigate to the Windows Control Panel from the Start Menu:
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Under Control Panel, there should be an entry for “Windows Firewall”. The control panel
usually lists entries in alphabetical order, so you might have to look towards the end of

the panel to find it.

Double click on the Windows Firewall icon. The Windows Firewall configuration screen
will open:



%= Windows Firewall

General | Exceptions | Advanced

Windowsz Firewall iz helping to pratect your PC

Windows Firewall helps protect vour computer by preventing unauthonized uszers
frarm gaining access to yaur computer through the [ntermet or a netwark,

@ (%) On [recommended]

Thiz setting blacksz all autzide sources fram connecting ta this
computer, with the exception of thoze selected on the Exceptions tab.
[ ] Don't allow exceptions
Select thiz when vou connect to public networks in less secure
lazations, such az airparts. You will not be natified when Windows

Firewwall blocks programs. Selections on the Exceptions tab will be
igrored.

@ ) OFf [not recommended]

Ayoid uzing thiz zetting. Tuming off Windows Firewall may make thiz
computer more vulnerable o viruzes and intruders.

What elze should | know about Yindows Firewall?

[ OF. ] [ Cancel

Click on the “Exceptions” tab at the top of the window:



%= Windows Firewall

General | Erceplions | Advanced
Windows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allowes some programs
ko work, better but might increase your securty nsk.
Frograms and Services:
M arne A
=
Ak
AMTS Memaory Prafiler 4
AOL Loader
ARM Prograrnmer
BitT arrent
Bonjour
D atabaze Service Manager
Dcarm Server -
W] MassieaF rlakar .v.
| AddProgiam... | | AddPot. ||  Edt. ||  Delete
Dizplay a notification when Windows Firewall blocks a program
What are the risks of allowing exceptions?
(] ] [ Cancel

Click on the “Add Port...” button:

Add a Port =

N—

|1ze theze settings to open a port through YWindowes Firewall. To find the part
rumber and protocol, consult the documentation for the program or zervice pou
wank to use.

I ame; | |

Part number: | |

® TCP O uDP

“What are the nzks of opening a port?

Change scope...




For the “Name” field, enter a name that references the purpose of this exception. You
may want to use “HMS Server” as a name for all of these Exceptions.

g |
Add a Port .E’
|lze these settingz ta open a port through *Windawes Firewall. Ta find the part

number and protocol, conzult the docurmentation for the program or zervice you
want to use.

Mame: |HMS Served |

Part rumber: | |

® TCP O uDP

What are the rizks of opening a port?

Change scope...

Then enter the appropriate Port Number and select the Port type:

g
Add a Port P9
|lze theze sethings to open a port through Yindows Firewall. To find the port

nurmber and pratacal, conzult the docurmentation Far the pragram or zervice you
want to use.

Mame: |HMS Server |

Fort number: | 50000 |

®TCP I UDP

What are the rizks of opening a port?

]|

Cancel ]

Once this is completed, click “OK” This will add the exception to the Windows Firewall:



%= Windows Firewall

Gerneral | Exceptions | Advanced

Windows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allowes some programs
ko work, better but might increase your securty nsk.

Frograms and Services:
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Repeat the process for the other ports.

Licensing Your Installation

HMS Server can work with hardware from different manufacturers. It's normally licensed
to customers based on the number of doors that they have in the system. For
customers that purchase hardware directly from Highpower, a software license is
provided to you with your purchase. For customers that use HMS with hardware from
other manufacturers, they need to contact Highpower to purchase a license based on
the number of doors in your system.

You register your server installation using Server Manager using the “Activation” pull-
down menu. The HMS Server will generate request codes that are supplied to
Highpower sales during the unlocking of the software. Contact Highpower at 203-634-
3900 to obtain your software license.

If you do not provide a license to the HMS Server, HMS Server will run in full
demonstration mode, which allows you to use all features except the full
synchronization.



HMS Client Installation

After finalizing your server installation you will want to install HMS Clients on every
computer that requires an instance of the software. The client software must be installed
separately and in addition to the server software if you require a client application on the
server computer. You can have as many clients as you require in an HMS system, but
you can have only one server.

Client Setup

You can launch the Client setup application from the instructions that pop up when you
insert the installation CD or directly by navigating directly to the Client folder on the CD.
This example will show you how to install the Client application directly.

Install the Client application on any computer where a system administrator needs
access to the HMS system. Using Windows Explorer (“My Computer” or “Computer”)
explore the installation CD by right-clicking on the CD-ROM icon for the drive that holds
the installation CD. Once explorer opens, you will see the following folders:
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Double-click on the “Client” folder. In the Client Folder, you will see setup.exe:
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Double click on setup.exe. The following screen will appear:

il HMS Client

Welcome to the HMS Client Setup Wizard

The ingtaller will guide vau through the steps required toingstall HS Client on your computer.

WARMIMG: Thiz computer program iz protected by coperight law and international treaties.
IInauthaorized duplication or distribution of this program, or ang partion af i, may result in severe civi
ar criminal penalties, and will be prosecuted to the maximum extent pozsible under the law,

Click “Next >” The next screen will ask you to specify the installation folder location for
the Client. It's a good idea to use the default folder:



fid HMS Client

Select Installation Folder

The installer will install HMS Client to the following folder.

Toinztall in thiz folder, click "Mext”. Taoinstall to a different folder, enter it below or click "Browse"',

Folder:
:%Program FilestHighpowertHR S 34 Client, [ Browse... ]
| DiskCost. |
Inztall HS Client for wourzelf, or far anyone whio uzes thiz computer:
() Everyone
1 Just me
Cancel ] ’ ¢ Back ] [ Meut >

Adjust the “Install HMS Server for yourself, or for anyone who uses this computer” to
whatever setting you require. Once you have specified the installation directory, just
select “Next >”



fid HMS Client

Confirm Installation

The installer iz ready to install HMS Client on your computer.

Click "Mext'" to start the installation.

Hit “Next >” again to confirm the installation. When installation is complete, you will see
the following message:



fid HMS Client

Installation Complete

HiS Client haz been succeszsfully installed,

Click "Cloze" to exit.

Pleasze usze \Windows Update to check for any critical updates to the WET Framewark.

Cloze

Click on “Close” to complete the client installation.
HMS Client Operation

The HMS Client is the application that allows HMS Administrators to manage
user, card, fingerprint, event and schedule information. It is the daily application
used to control the functions in the system. This section is designed to detail its
functionality.

System Administrator Client Login

The HMS Client can either be launched from the Start menu or from a shortcut
from the desktop that is created during the client installation:

(2]
HMSIClient

After launching the client, a login screen will appear:



Highpower Management $ystem Login

Adrministrator Mame

Fazswaord

Highpower Server [P Address or Mame

| lozalbost

’ Canicel ] [

Ladin ]

If you are starting the HMS Client for the first time, use the default login and
password to log into the system. The default login is the work “admin” in lower
case letters. The default password is the word “password” in lower case letters.

Highpower MHanagement $ystem Login

Administrator Mame

| adrmin

Paszword

xxxxxxx:1

Highpower Server IP Addrezs or Mame

| localbost

Cancel ] [

Login




Next, enter the name or IP address of the computer that is hosting the HMS
Server. If your computer has only one network adaptor, and the HMS Server is
running on your machine, you can use the word “localhost” in this field to connect
to the server. If HMS Server is hosted on another computer in your network,
enter the network name of that computer or that computer’s IP address.

Any network name or IP address you enter in this field will be saved and recalled
automatically the next time you login.

Once your login is accepted, the client will open allowing you to manage the
system. If your password or login is incorrect, the password text box will clear
itself after you click on the “Login” button. In this case, you should verify your
login information and make sure that the ports are opened up on the server
computer for client connections.

Notes on Using “localhost” to Point to the HMS Server

If your computer has multiple network adaptors, or you have IPV6 enabled, you
may find that “localhost” will not allow you to connect properly to a local HMS
Server. If so, enter one of the IP addresses of your computer in this text box
instead of the word “localhost” as your computer may have trouble resolving
“‘localhost” as a network name.

If you do not know the IP addresses of your computer, you can find out by
opening a Command Prompt, and running “ipconfig”. The command prompt can
be launched from the start menu directly or by using the “Run...” feature of the
start menu and entering “cmd”.

IPCONFIG will give you detailed information about your computer’s network
setup similar to the following:



Command Prompt

icrosoft Windows HP [Version 5.1.260801]
(C>» Copyright 1985-2001 Microsoft Corp.

:xDocuments and SettingssDanXipconfig

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . - . & & - - & 192.168.1.168
Subnet Mask . . - . - . . - . . 255.255.255.08
Default Gateway - - - - . . . . 192.168.1.1

:~Documents and Settings>Danz

In the example above, this computer only has one IPAddress, 192.168.1.100. If
you computer has multiple adaptors, each one of them will be listed.

HMS Client Main Interface

The following screen shot provides a representation of what the client will look
like after a fresh installation on Windows XP:

rfn Highpower Hanagement System Client - 192.168.1.100 - Yersion 3.1.3702. 21700

Client  Swstem  Global Database  Server Tools Reports Help

gz SyncAl LogOut Close  Help

-5 Administrators Device Status
o Card Halders Device Connection Status Fing / Return
; Metworks
----- Ewvent Holidays
----- Recurring Holidays
+ -0 Schedules
e 2 Fingerprint Access Levels < b
b Card Access Levels
Activity

£ *

Operator: Admin, Default [admin] Monday, March 08, 2010 B:50:23 PM

The computer name and IP addresses may be different from your computer.



Appendix
Solving Start Up Problems with HMS Server

Your HMS Server should be up and running at this point. If you get an error and can not
start the server, you can check your Windows application log to determine the problem.
The Server will not start under the following conditions:

1. The HMS Server can not connect to the SQL Database. Check password, login
and firewall settings.

2. The SSCProt.dll file is unregistered. This is a very rare occurrence. Register this
file manually to correct the problem. To register this file, open a command
prompt and navigate to the Server installation folder (which is normally
C:\Program Files\Highpower\HMS3\Server). Then type “regsvr32 SSCProt.dll’
and hit enter. This will permanently register this file, resolving this issue.

3. The database is not the correct version for this HMS Server. Verify that your
upgrade has been done to bring the database to the current version.
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